


•
•
•
•
•

• →

•

•

•
•

•
•
•
•







• root su oracle ➔

•
•

• sudo su - oracle grid

• sudo

•

•
•





•



•
•

• IDENTIFIED BY VALUES 'GEHEIM'

• SPARE4 USER$

•

•

SELECT name, spare4 FROM user$ WHERE name = 'SYSTEM'

NAME       SPARE4

---------- ----------------------------------------------------------------------

SYSTEM     S:029D81DEA529106A767BDF686778897B1185B2DA5CD0D1C285D5610076DE;T:67168

12B4964575A9F6E83F19E5A3FC7FBDB6FEBC7A0D0D574B64386359FFE6ED39C4F2E7BA

140D07BF5B6EF1CE40593986122EE2AED5E7EA090EC60939C0A98701CF21D69DE5C3FA

2B2E4D1DFD865B6



•
•

•
•

•
•

•

•

•



format - use format=12 for longer identifiers,

SHA2 Verifiers etc.

use format=12.2 for 12.2 features like enforcing user

profile (password limits and password complexity) and 

account status for administrative users.

If not specified, format=12.2 is default (optional),

% orapwd file=$ORACLE_HOME/dbs/orapwFREE sys=y format=12.2 force=y

Enter password for SYS:

OPW-00029: Password complexity failed for SYS user : Password must contain at least 

1 special character.

% orapwd file=$ORACLE_HOME/dbs/orapwFREE sys=y format=12.2 force=y

Enter password for SYS:



SQL> ALTER USER sys ACCOUNT LOCK;

User altered.





• SELECT count(*)

FROM   sys.dba_role_privs

CONNECT BY grantee = prior 

granted_rolestart

WITH grantee IN 

('DBA', 'PUBLIC');





•

•

• C##

SQL> CREATE ROLE c##dba CONTAINER=ALL;

Role created.

SQL> GRANT CREATE SESSION, ALTER SESSION TO c##dba CONTAINER=ALL;

Grant succeeded.



•

•
• <FIRMENKÜRZEL>_DBA

• <FIRMENKÜRZEL>_SCHEMA / <FIRMENKÜRZEL>_RESOURCE 

• <FIRMENKÜRZEL>_CONNECT

•
• C##<FIRMENKÜRZEL>_DBA

• C##<FIRMENKÜRZEL>_SCHEMA / <FIRMENKÜRZEL>_RESOURCE 

• C##<FIRMENKÜRZEL>_CONNECT

•



• $ORACLE_HOME/rdbms/admin/catpvf.sql

•
• ora_complexity_check

• ora_string_distance

• ora12c_verify_function

• verify_function_11G

• verify_function

• ora12c_strong_verify_function

• ora12c_stig_verify_function + ora_stig_profile

•



•

•

SQL> CREATE PROFILE c##techuser LIMIT

FAILED_LOGIN_ATTEMPTS 5

PASSWORD_LIFE_TIME 60

PASSWORD_REUSE_TIME 60

PASSWORD_REUSE_MAX 5

PASSWORD_VERIFY_FUNCTION meine_verify_function

PASSWORD_LOCK_TIME 1/24

PASSWORD_GRACE_TIME 10

INACTIVE_ACCOUNT_TIME 30;



•
•

•
• C##_<FIRMENKÜRZEL>_TECH_PROFILE

• C##_<FIRMENKÜRZEL>_PERS_PROFILE

• C##_<FIRMENKÜRZEL>_TEMP_PROFILE

•

•



•

GRANT create session TO johannes IDENTIFIED BY manager;

CREATE USER besitzer NO AUTHENTICATION QUOTA UNLIMITED ON users;

GRANT create session, create table, create sequence TO besitzer;

ALTER USER besitzer GRANT CONNECT THROUGH johannes;

sqlplus johannes[besitzer]/<passwort>@<TNS-Alias>



•

•

•
• CREATE_CAPTURE →

•

• ENABLE_CAPTURE →

• DISABLE_CAPTURE →

• GENERATE_RESULTS →

• dba_used_sysprivs, dba_unused_sysprivs

• DROP_CAPTURE →





SQL> SELECT username, account_status FROM dba_users order by 1;

USERNAME                       ACCOUNT_STATUS

------------------------------ --------------------------------

ANONYMOUS                      LOCKED

APPQOSSYS                      LOCKED

AUDSYS                         LOCKED

C##JOHANNES                    OPEN

…

REMOTE_SCHEDULER_AGENT         LOCKED

SYS                            LOCKED

SYS$UMF                        LOCKED

SYSBACKUP                      LOCKED

SYSDG                          LOCKED

SYSKM                          LOCKED

SYSRAC                         OPEN

SYSTEM                         OPEN

WMSYS                          LOCKED

XDB                            LOCKED

XS$NULL                        LOCKED



SQL> SELECT username, account_status FROM dba_users

WHERE oracle_maintained='Y' AND account_status != 'LOCKED';

USERNAME                       ACCOUNT_STATUS

------------------------------ --------------------------------

SYSTEM                         OPEN

SYSRAC                         OPEN

SQL> ALTER USER system ACCOUNT LOCK;

User altered.

SQL> ALTER USER system ACCOUNT LOCK;

ALTER USER sysrac ACCOUNT LOCK

*

ERROR at line 1:

ORA-28222: Operations cannot be performed on reserved user XS$NULL.



SQL> ALTER USER system ACCOUNT LOCK;

ALTER USER sysrac ACCOUNT LOCK

*

ERROR at line 1:

ORA-28222: Operations cannot be performed on reserved user XS$NULL.



SQL*Plus: Release 23.0.0.0.0 - Developer-Release on Tue Nov 14 23:52:28 2023

Version 23.2.0.0.0

Copyright (c) 1982, 2023, Oracle.  All rights reserved.

Connected to:

Oracle Database 23c Free, Release 23.0.0.0.0 - Developer-Release

Version 23.2.0.0.0

SQL> alter user sys account lock;

alter user sys account lock

*

ERROR at line 1:

ORA-40365: cannot lock SYS user in current password file format

% orapwd describe file=$ORACLE_HOME/dbs/orapwFREE

Password file Description : format=12





•



• ifile

% cat tnsnames.ora

ifile=/opt/oracle/admin/network/tnsnames_wallet.ora

CARLOS23 =

(description =

(address = (protocol=tcp)(port=1521)(host=192.168.56.12))

(CONNECT_DATA =

(SERVICE_NAME = CARLOS)))

% cat /opt/oracle/admin/network/tnsnames_wallet.ora

JOHANNES_CARLOS23 =

(description =

(address = (protocol=tcp)(port=1521)(host=192.168.56.12))

(CONNECT_DATA =

(SERVICE_NAME = CARLOS)))



•

% mkdir -p /opt/oracle/admin/wallet

% mkstore -wrl /opt/oracle/admin/wallet -create

Oracle Secret Store Tool Release 23.2.0.0.0 - Production

Version 23.2.0.0.0

Copyright (c) 2004, 2023, Oracle and/or its affiliates. All rights reserved.

Enter password:

Enter password again:

% mkstore -wrl `pwd` -createCredential JOHANNES_CARLOS23 JOHANNES manager



cat sqlnet.ora

wallet_location =

(SOURCE =

(METHOD = FILE)

(METHOD_DATA =

(DIRECTORY = /opt/oracle/admin/wallet)))

SQLNET.WALLET_OVERRIDE = TRUE



sqlplus /@JOHANNES_CARLOS23

SQL*Plus: Release 23.0.0.0.0 - Developer-Release on Wed Nov 15 01:47:45 2023

Version 23.2.0.0.0

Copyright (c) 1982, 2023, Oracle.  All rights reserved.

Last Successful login time: Wed Nov 15 2023 01:45:23 +01:00

Connected to:

Oracle Database 23c Free, Release 23.0.0.0.0 - Developer-Release

Version 23.2.0.0.0

SQL> 





•
•

•

% cat sqlnet.ora

TCP.VALIDNODE_CHECKING=YES

TCP.EXCLUDED_NODES=(192.168.56.108)

sqlplus.exe johannes/manager@JOHANNES_CARLOS23

SQL*Plus: Release 19.0.0.0.0 - Production on Mi Nov 15 15:38:54 2023

Version 19.3.0.0.0

Copyright (c) 1982, 2019, Oracle.  All rights reserved.

ERROR:

ORA-12547: TNS: Verbindung verloren





•

neue-audit-policy

Was? Wann? Ausnahmen?

Privilegien

Aktionen

WHEN 

IP_ADDRESS = 

"1.1.1.3"

EXCEPT

c##johannes



•

•

•

•

•

•

•

Audit Viewer Role

Audit Daten 
ansehen

Audit Admin Role

Audit Daten 
verwalten

Policies 
verwalten



•

•

•

SELECT parameter, value from v$option

WHERE parameter = 'Unified Auditing';

PARAMETER                      VALUE

------------------------------ ----------

Unified Auditing               FALSE



•

neue-audit-policy

Was? Wann? Ausnahmen?

PRIVILEGES

ACTIONS

WHEN 

IP_ADDRESS != 

"10.11.198.3"

EXCEPT

APP_ACCOUNT



• →

•

•



 

http://www.carajandb.com/
mailto:johannes.ahrends@carajandb.com

	Folie 1: Oracle Security Basics
	Folie 2: … über mich
	Folie 3: Agenda
	Folie 4: Wer akzeptiert standardmäßig alle Vorwürfe?
	Folie 5: Server Logon Linux
	Folie 6: SYS ACCOUNT
	Folie 7: User SYS
	Folie 8: … IDENTIFIED BY VALUES
	Folie 9: Vorschlag
	Folie 10: orapwd
	Folie 11: Lock User SYS
	Folie 12: Frage
	Folie 13: DBA Rolle
	Folie 14: Resource Rolle
	Folie 15: Common Role
	Folie 16: Vorschlag 2
	Folie 17: Passwort Komplexität
	Folie 18: Common Profile
	Folie 19: Vorschlag
	Folie 20: Schema Only Account
	Folie 21: Privilege Capture
	Folie 22: Lock Accounts
	Folie 23: Locked Accounts
	Folie 24: Lock Oracle Accounts
	Folie 25: Lock Oracle Accounts
	Folie 26: Lock User Sys
	Folie 27: Wallet
	Folie 28: Wallet Lizenzierung
	Folie 29: 1. TNS-Alias erstellen
	Folie 30: 2. Wallet erstellen
	Folie 31: 3. sqlnet.ora anpassen
	Folie 32: 4. Ausprobieren
	Folie 33: Valid Node Checking
	Folie 34: Valid Node Checking
	Folie 35: Unified Auditing
	Folie 36: Audit Policy
	Folie 37: Audit Schema und Rollen
	Folie 38: Kernel Relink
	Folie 39: 12c Auditing – Audit Policy
	Folie 40: Kontrolle
	Folie 41: Kontakt

